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Step 1: Get Trial

<Step 1.1: get trial - go to http://www.3s.placko.eu/download>

GET TRIAL

Name:*

Email:*

URL:

Security Code:
e
S Shee g

Enter the code shown above in the box below

* required [ Submitl l Cancel ]

<Step 1.2: get trial - submit a simple application form>

<Step 1.3: get trial - receive a backward email with a link to download a {3S} SQL Smart Security 30-day,
free trial>

Your request will be processed within 24 hours.

A free licenced version of {3S} SQL Smart Security enables by means of this 30-day, free trial licence key a
feature-unlimited version of {3S} SQL Smart Security SSMS Add-In during 30 evaluation days. After trying the 30-day
free, trial, full featured version of {3S} SQL Smart Security, you can purchase a time-unlimited version of {3S} SQL
Smart Security SSMS Add-In. For more details, see also Step 7: Buy Online section in this manual.

http://www.3s.placko.eu/
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Step 2: Installation

Welcome to the {35} SQL Smart Securnty Setup
Wizard

The installer will guide you through the steps required to install {35} SQL Smart Security on your
computer.

WARNING: This computer program is protected by copyright law and intemational treaties.
Unauthorized duplication or distribution of thiz program, or any partion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the maximum extent possible under the law.

Cancel < Back

<Step 2.2: installation - welcome to setup wizard window>

License Agreement

Please take a moment to read the license agreement now. f you accept the terms below, click "1
Agree”, then "Next". Ctherwise click "Cancel”.

{35} sQL Smart Security - http://www.3s.placko.eu/

Copyright (c) 2010-2011

m | »

by Ing. MARIAN PLACKO, PhD.

Permission is hereby granted, free of charge, to any person

) | Do Not Agree @ | Agree

| cancel || <Back | [ New>

<Step 2.3: installation - license agreement window>

http://www.3s.placko.eu/ Page 2 of 28
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Customer Information

Enter your name and company or arganization in the box below. The installer will use this information
for subsequent installations.

MName:
IM ariat Placko

Organization:

Iwww.Ss. placko.ey

| Cancel || <Back || Ned>

<Step 2.4: installation - customer information window>

Select Installation Folder DI )

The installer will install {35} SQL Smart Security to the following folder.

To install in this folder, click "Next". To install to a different folder, enter it below or click "Browse".

Folder:

C:\Program Files\M arian Plackoh {351 SOL Smart Securitys Browse...

Install {35} SQL Smart Security for yourseff, or for anyone who uses this computer:

() Everyone

@ Just me

| cCancel || <Back | [  Ne>

<Step 2.5: installation - select installation folder window>

http://www.3s.placko.eu/ Page 3 of 28
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Confirm Installation

The installer is ready to install {35} SQL Smart Security on your computer.

Click "Next" to start the installation.

| Cancel || <Back || Ned>

<Step 2.6: installation - confirm installation window>
Note: the installation requires administrative privileges, so if your machine has UAC enabled, you will also

need to agree to elevate the installation process

Installation Complete

{35} SQL Smart Security has been successfully installed.

Click "Close" to exit.

Please use Windows Update to check for amy critical updates to the NET Framework.

Cancel < Back Close

<Step 2.7: installation - installation complete window>
After installation, you can start using it immediately. {3S} SQL Smart Security does not affect the existing

database objects; it does not change any objects that already exist.

<Step 2.8: uninstallation>
For uninstalling {3S} SQL Smart Security SSMS Add-In you can use Control Panel\Programs and Features.

Note: the installation requires administrative privileges, so if your machine has UAC enabled, you will also
need to agree to elevate the installation process

http://www.3s.placko.eu/
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Step 3: {3S} SQL Smart Security - Encryption Menu Item

{351 SQL Smart Security >0 x|
1: Management | 2: Back-up | 3: Encryption | FREE; WITH ENCRYPTION |

=-[& NBOME\SALSERVER2008R2 (SQL Server 10.50.1600 - NBOO4E
EIL‘ Databases

3
AdvertureWark: [ Register db... |
Adventure\Wark Deregister db...
AdventureWork sowweroare
AdvertureWorksL T
AdvertureWorksL T2008R2
Report Server$SQLSERVERZ2008R2
Report ServersSOLSERVER2008R2Temp DB
Tfs_Configuration

<Step 3.1: encryption - 1: Management tab: database registering>

« | T | r
| 100% completed.
|m {35} 5QL Smart Security JE Object Explorer

<Step 3.2: encryption - 1: Management tab: registering/deregistering progress bar indicator>

{35} SQL Smart Security -~ 1 x
1: Management | 2: Back-up | 3: Encryption | FREE; WITH ENCRYPTION |

E|LB NEOD46\SQLSERVER2008R2 (SQL Server 10.50.1600 - NEOD4E
= Databases

Adverture W Register db...
Adventure Deregister db...
Adventure WomsDwwETmGRE
AdvertureWorksL T

AdvertureWorksL T2008R2

Report Server85QLSERVERZ008R2

Report Server$SOLSERVER2D08R2TempDE
Tfs_Configuration

<Step 3.3: encryption - 1: Management tab: database deregistering>

http://www.3s.placko.eu/ Page 5 of 28
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2:Backup | 3; Encryption | FREE: WITH ENCRYPTION

NBO046 SQLSERVER2008R2 (SGL Server 10.50.1600 - NBOO
[ Detabases

-

3
{713 Stored Procedures
-{CIEg 55 Cae
~{T|[E] dbo uspGetBillCf Materials
~[¥][Z] dbo uspGetEmployeeManagers
~[C1[&] dbo uspGetManagerEmployees
-] dbo uspGetWhers UsedProductID
~[T1[&] dbo usplogEmor
[T dbo uspPrintEmor
{71 HumanResources.usp UpdateEmployee Hirelnfo
[T HumanResources.usp UpdateEmployee Login
{71 HumanResources.usp UpdateEmployee Persona
(-] Functions

Organize » MNew folder

A . =
0 Favorites Mo iterns match your search.
8 Downloads
&l Recent Places

= Libraries
@ Docurnents
Jﬂ Music
[E2] Pictures
@ Projects
BE videos

M Computer -

File name: | dbo_uspGetEmployeeManagers.sql| -

Save as type: | SQL Scripts ( *.sql} ']

(& Hide Folders

< | m ] 3

[ Back up
g | Ready to use.

(35} 501 Smart Security [ Object Explorer

<Step 3.4: encryption - 2: Back-up tab: stored procedure back-up before encryption process>

It is possible to select either a single database object or a whole database node, e.g. Stored Procedures etc.
{3S} SQL Smart Security does not provide the method of decrypting database objects encrypted with this SSMS Add-
In tool. In respect of this, please make a back-up at first!

|<| 1 r‘

| Back up |
— 100% completed.
|W {351 5QL Smart Security ‘E Object Explorer

<Step 3.5: encryption - 2: Back-up tab: back-up progress bar indicator>

http://www.3s.placko.eu/ Page 6 of 28
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3: Encryption | FREE; WITH ENCRYFTION

=+l NBO046\SQLSERVERZ008R2 (SAL Server 10.50.1600 - NBOD
= Ff] Databases
B0 AdvertursWaorks
7] Triggers

Ei Views
= f] Stored Procedurss
-[CIES 35 Core
=] dbo uspGetBilOfMaterials
(=] dbo uspGetEmployesManagers
(=] dbo uspGetManagerEmployees
[z dbo uspGetWherelsedProduct|D
(=] dbo.usplogEmor
dbo uspPrint Emor
HumanResources uspUpdateEmployee Hirelnfo B
HumanResources uspUpdateEmployee Login BRI
| HumanResources usplUpdateEmployeePersong

-FIS i
B f'a Functions Operation "Encrypt” is an unidirectional function! Please make back-up
i at first, Click OK if you want to continue with the "Encrypt” operation.
< I 3
[ Encypt
3 | Ready to use.

&0 {35} SOL Smart Security B Object Explorer

<Step 3.6: encryption - 3: Encryption tab: stored procedure encryption by means of {3S} SQL Smart
Security SSMS Add-In>
Note: it is possible to select either the single database object or the whole database node, e.g. Stored

Procedures etc.

[ 35} SQL Smart Security ~ & %[ - 5QLQuerylsql - (local\-\Marl.{63))"

[ | 2: Backup | 3: Encryption | FREE: WITH ENCRYPTION | 1 /% {35} SQL Smart Security
2
=-[C]id NBDD46\SQLSERVER2008R2 (SQL Server 10.50.1600 - NBOD .
=] Databases .

=R
I3 Views
£ 8 Sormd Procadres 7| tabo) . (usperEaptoyectianagers]

E3 35 Core

[FIE] dbo.uspGetBillof Materials 9 w##swxw¥* Encryprion Status ****#sssx
0.uspGetEmployeeManagers

db GetEmpl U 10;

[&] dbo.uspGetManagerEmployees 11
|z=] dbo.uspGetWhereUsedProduct|D 1z
[=] dbo.usplogEmor 13
|z=) dbo.uspPrirtEmor 14
Human Resources.usp UpdateEmployee HireInfo 15] #esssmsss SUMMARY #*#*##®#x
lz=) HumanResources.usp UpdateEmployeeLogin 16
=) HumanResources usp UpdateEmployesPersona 17! successful: 1
{74 Functions 1g
1% failed: 0
20
1] mkkwakexsd GUMMARY *#%#sdwsis
22
23
24

25! Copyright ® Ing. MARIAN PLACKG, PhD. 2010-2011 */

4 m 3

[ Encryet I
[ —100% completed. al =
0 {35} SQL Smart Security [ Object Explorer 2 Connected. {1/1) | (local\SQLS

<Step 3.7: encryption - 3: Encryption tab: encryption status window with progress bar indicator after
the stored procedure was encrypted by means of {3S} SQL Smart Security SSMS Add-In>

http://www.3s.placko.eu/ Page 7 of 28
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{35} 5QL Smart Security -1 x
[ 1: Management | 2: Back-up [ 3: Encryption | FREE: WITH ENCRYPTION

=]l MB00464SQLSERVER2002R2 (SQL Server 10.50.1600 - NBO(Q
El{:‘u Databases
= D\] AdventureWaorks
- DJ._J Triggers
= DJ._J Views
El{:‘u Stored Procedures

Il 2 | dbo uspGet BilCF Materials
; dby Show object content...

dbo uspGetWherellsedProductID

dbo usplLogEmor

dbo uspPrint Emor

HumanResources usplpdateEmployee Hirelnfo
HumanResources usplipdateEmployeeLogin
HumanResources usplipdateEmployee Persona

AdventureWorks 2008R2

AdventureWorks DW

AdventureWorks DW2008R2
AdventureWorksL T

AdventureWorks T2D08R2

Report Server§ SQLSERVERZ008R2

Report Server§SQLSERVERZ008R2Temp DB
Trs_Configuration

< T ] r

Buit-in SQL Server Encryption "WITH ENCRYPTION"
Ready to use.
@B {35} 50L Smart Security I@ Object Explorer

<Step 3.8: encryption - FREE: WITH ENCRYPTION tab: built-in MS SQL Server encryption mechanism>
It is possible to show the object content of the database object before being encrypted. This context menu is
available in other tab panels as well.

[{35}SQL Smart Security ~ & %[ 5QLQueryLsql - local\..\Marian P..J"|
‘ 1: Management I 2 Back-up |3 E"“?P“"”l FREE: WITH ENCRYPTION /% {35} SQL Smart Security - WITH ENCRYPTICN

-

BDLB MNBO04E\SQLSERVERZ008R2 (SQL Server 10.50.1600 - NBOO ;
EDu Databases 4
= DJ AdventureWorks .
1L Triggers .
AT Views . .
E‘D]_J Stored Procedures 7 [dbo] . [uspGetBillOfMaterials]:
75} dbouspGetBillOfMatenals g
D dbo uspGetEmployeeManagers 9] #*®*x&&&%x% Encryption Status ¥ aFxssss
T[] dbo.uspGetManagerEmployees 10,
CZ] dbo.uspGetWhere UsedProduct|D 11
] dbousplogErmor 1z
7= dbo.uspPrintEmor 13
F[&] HumanResources uspUpdateEmployee HireInfo 14
[7Z] HumanResources usp UpdatzEmployee Login 15i mexxxxsxx SUMMARY *###wwssx
=] HumanResources uspUpdateEmployssPersona 16
|3 Functions 17, successful: 1
Adventure\Works2008R2 g
AdventureWorksDW
Adventurs\WorksDW2008R2
AdventureWorksLT
AdventureWorksL T2008R2
Report Server$SQLSERVER2008R2
Report Server$SGLSERVER2008R2TempDB
Tfs_Corfiguration

suaxsasss Encryption Status *#sxsssss

1%; failed: 0

o

mrrwxxrxx SUMMARY *###wwssn

5 [

ROR R R R R

b L B

Copvright © Ing. MARRIAN PLACKO, PhD. 2010-2011 */

< m ] F

Builtn SGL Server Encryption "WITH ENCRYPTION"
s 100% completed. O =

&0 {35} SQL Smart Security @ Object Explorer %4 Connected. (1/1) | (local\SQLSERVER200

<Step 3.9: encryption - FREE: WITH ENCTYPTION tab: encryption status window with progress bar
indicator after the stored procedure was encrypted by means of MS SQL Server built-in mechanism>

http://www.3s.placko.eu/ Page 8 of 28
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= IJ AdventureWorks

[ Database Diagrams

[J Tables

[ Views

3 Synonyms

= [ Pregrammability

> Ca

[ System Stored Procedures
35.Core
dbo.uspGetBill OfMaterials
dbo.uspGetEmployeeManagers
dbo.uspGetManagerEmployees
dbo.uspGetWherelUsedProductlD L4
dbo.uspLogError
dbo.uspPrintError
HumanResources.usplpdateEmployeeHirelnfo

m

®H B

[+

B ®

HumanResources.usplUpdateEmployeelogin

HEBHBBEHRBBE

HumanResources.usplpdateEmployeePersonallnf
[ Functions

<Step 3.10: encryption - SSMS Object Explorer: lock icon on encrypted stored procedures>

5QLQueryl.sql - (local\..\Marian PL..))|
1 USE [AdventureWorks]
e o]

DECLRRE @return_walue int

EXEC @return walue

L = [dbo]. [uspGetEmployeeManagers]
BEmployeeID = 9

1o s Lk

w

SELECT 'Return Value' = @return value

[
=

1 GO
2

N 1n

[E Resutts | 3 M
Recursionlevel Employeell  FirstMame  LastMame ~ ManagerlD ManagerFirstMame — ManagerlastMName

1 Gail Ericksaon 3 Roberta Tamburello
2 Roberto Tamburelle 12 Tem Duffy
3 Tem Duffy 109 Ken Sanchez

<Step 3.11: encryption - SSMS Object Explorer: execution results of encrypted stored procedure by
means of {3S} SQL Smart Security SSMS Add-In>

http://www.3s.placko.eu/ Page 9 of 28
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SQLQueryl.sql - (local\..\Marian P...J*|
1é USE [ZdwventureWorks]
2. Go
3 sp_helptext 'dbo.uspGetEmployeeManagers'
4 GO
4 [
Text
1 CREATE PROCEDURE [dbo] [uspGet EmployeeManagers]
2 @EmployeelD [int]
3 AS
4 BEGIN
5 SET NOCOUNT CN;
[ WITH [EMP _cte[EmployeelD], [ManagerlD], [FirstName], [LastName], [Title], [RecursionLevel]) - CTE name and columns
7 AS{
8 SELECT e.[EmployeelD], e.[ManagerlD], c.[FirstName], c.[LastName], .[Title], 0 - Get the initial Employee
k] FROM [HumanResources]. [Employee] &
10 INNER JOIN [Person] [Contact] c
11 ON e.[ContactID] = ¢ [Contact|D]
12 WHERE e [EmployeelD] = @EmployeelD
13 UNION ALL
14 SELECT e.[EmployeelD]. & [Managerl D], c [FirstMame]. c.[LastMName], e [Title]. [RecursionLevel] + 1 — Join recursive member to anchor
15 FROM [HumanResources].[Employee] &
16 INNER JOIN [EMP_cte]
17 ON e.[EmployeelD] = [EMP_cte].[ManagerlD]
18 INNER JOIN [Person] [Contact] c
19  ON e.[Contact|D] = c.[Contact|D]
20 )

<Step 3.12: encryption - SSMS Object Explorer: execution results before the stored procedure was
encrypted by means of {3S} SQL Smart Security SSMS Add-In>

SQLQueryl.sql - (local\...\Marian P...J*|
1_ USE [AdwventureWorks]
GO
sp_helptext "dbo.uspGetEmployeeManagers®
GO
4 [

ug Messages

The text for object "dbo_uspGetEmployeeManagers' is encrypted.

L)

<Step 3.13: encryption - SSMS Object Explorer: execution results after the stored procedure was
encrypted by means of {3S} SQL Smart Security SSMS Add-In>

http://www.3s.placko.eu/ Page 10 of 28
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Step 4: {3S} SQL Smart Security - Activation Menu Item

La il

Unlicenced

Please enter your installation key

|
Buy Online

<Step 4.1: activation - unlicenced form: enter an installation key>

| Activation

Unlicenced

Please enter your installation key

Buy Online

{35} SQL Smart Security - Data Entry Failure

@l The installation key is required! Please enter a valid installation key.
4

<Step 4.2: activation - unlicenced form: an installation key is required - failure>

B 7 Activation M
Unlicenced
Please enter your installation key
Buy Online

{35} SQL Smart Security - Failure

l[’ﬁ‘ Unable to connect to the remote server.
- (recommendation: run Microseft 5QL Server Management Studic as
administrator or disconnected internet connection)

<Step 4.3: activation - unlicenced form: disconnected internet connection - failure>

http://www.3s.placko.eu/ Page 11 of 28
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B Activation

Unlicenced

Please enter your installation key

Buy Online

{35} SQL Smart Security - Failure

”ﬁ\j Access to the path '
L 4 "is denied.

o (recommendation: run Microsoft SQL Server Management Studio as

administrator or disconnected internet connection)

<Step 4.4: activation - unlicenced form: access denied during licence writing - failure>

| Activation n
Unlicenced
Please enter your installation key
Buy Online

{35} SQL Smart Security - Success

-

.
The installation key is valid, and your installation has been licenced,

<Step 4.5: activation - unlicenced form: installation has been licenced - success>

,

Licenced SSMS Add-In

Installation Key:

Customer Name:
Test-Full

<Step 4.6: activation - licenced form: full licence>
Note: full licence types: single (one server), company (all servers in an organisation) and redistribution
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[~ bl

Licenced SSMS Add-In

Installation Key:

Customer Name:
Test-Tnal

TRIAL Expire Date:
06/12/2011

Buy Online Upgrade Licence

<Step 4.7: activation - licenced form: trial licence before expiration>

Unlicenced

Please enter your installation key

Buy Online
Trial expired: 06/11/2011

<Step 4.8: activation - unlicenced form: trial licence after expiration>
Note: 30-day free, trial, full featured version

,

Licenced SSMS Add-In

Installation Key:

Customer Name:
Test-Express

FREE Express Edition

Buy Online Upgrade Licence

<Step 4.9: activation - licenced form: free express licence>
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M5 55M5 Add-In installation is not valid! The installation is only for
Express Edition of M5 SQL Server.

<Step 4.10: activation - using the express licence for the commercial (paid) version of MS SQL Server -

failure>
Note: the free express licence works with Express Edition of MS SQL Server only

3 Encryption | FREE. WITH ENCRYPTION

-4 NBOD46\SQLSERVER2008R2 (SQL Server 10.50.1600 - NBOD|

Unlicenced

Please enter your installation key

|
Buy Online

4 m 3

| Encrypt
3 4| Ready to use.
@4 {35] 50L Smart Security E Object Explorer

<Step 4.11: activation - disabled core {3S} SQL Smart Security functionality in unlicenced SSMS Add-In>
Note: licencing verification is performed on the background of this SSMS Add-In
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1 2: Back-up I 3: Encryption | FREE: WITH ENCRYPTION

=[]l NBOD46\SQLSERVER2008R2 (SGL Server 10.50.1600 - NBOD)
ED Databases
-] 0| AdventureWorks
AdventursWorks2008R2
-- AdventursWores DW
: AdventursWorksDW2008R2
AdventureWorksLT
AdventureWorks T2008R2
ReportServer$SOLSERVERZINER2
Report Server$SQLSERVER2008R2TempDE .
Ths_Configuration Unlicenced

Please enter your installation key

Buy Online

4 I ] 3

[ Buitin SQL Server Encryption "WITH ENCRYPTION"
[ Ready to use.

@A {35} 5QL Smart Security @ Object Explorer

<Step 4.12: activation - enabled FREE: WITH ENCRYPTION functionality in unlicenced SSMS Add-In>
Note: this built-in MS SQL Server functionality is always available

{35} SQL Smart Security - 1 x|
1: Managemert | 2: Backcup | 3: Encoption | FREE: WITH ENCRYPTION

-] MBOD46\SQLSERVER2D08R2 (SQL Server 10.50.1600 - NBOD|

Licenced SSMS Add-In

Installation Key:

Customer Name:
Test-Tnal

TRIAL Expire Date:
06/12/2011

Buy Online Upgrade Licence

1 m 3

[ Encrypt
- 4 Ready to use,

|ﬂ{35} SQL Smart Security 4 Object Explorer

<Step 4.13: activation - core {3S} SQL Smart Security functionality enabling by licencing SSMS Add-In by
means of free trial licence>
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3: Encryption | FREE: WITH ENCRYPTION

- NE0046\SQLSERVER2008R2 (SQL Server 10.50.1500 - NBOD
E!D Databases
B L_‘ AdventureWorks
D Triggers
D Views
Eﬁﬁ Stored Procedures
-TJER 28 Care
;=) dbo.prc_Test
[=] dbo.uspGetBill fMaterials
=) dbo.uspGetEmployeeManagers
;=] dbo.uspGetManagerEmployees
;=) dbo.uspGetWhereUsedProduct|D
=l
l
[z

dbo.uspLogEmor

dbo .usp PrintEmor
HumanResources.usp Update EmployeeHirelnfo
- =) HumanResources.uspUpdate EmployeeLogin
--[T]Z] HumanResources uspUpdateEmployeePersona
@[] Functions

< m r

| Encrypt
r | Ready to use.
lu{BS} SQL Smart Security E Object Explorer

<Step 4.14: activation - enabled core {3S} SQL Smart Security functionality after successful licencing of
SSMS Add-In by means of valid free trial licence>

{35} SQL Smart Security ~ x|
3: Encryption | FREE: WITH ENCRYPTION

/&% NBDO4E\SQALSERVER2008R2 (SQL Server 10.50.1600 - NBOD

Unlicenced

Please enter your installation key
\

Buy Online
Trial expired: 08/11/2011

o« I v

| Encrypt
E 4| Ready to use.
|ﬂ{35} SQL Smart Security [ Object Explorer

<Step 4.15: activation - disabled core {3S} SQL Smart Security functionality after unsuccessful licencing
of SSMS Add-In by means of expired free trial licence>
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3: Enciyption | FREE: WITH ENCRYFTION

=] NBOD46%SQLSERVER2008R2 (SAL Server 10.50.1600 - NBOO

Licenced SSMS Add-In

Installation Key:

Customer Name:

Test-Express

FREE Express Edition

Buy Online Upgrade Licence

< n 3

[ Encrypt
[ Ready to use,

|.{35) SQL Smart Security | Object Explorer

<Step 4.16: activation - core {3S} SQL Smart functionality enabling by licencing of SSMS Add-In by
means of free express licence>

{35} SQL Smart Security - I x|
3: Encrystion

=Tl NBO046\SALSERVER2008R2 (SAL Server 10.50.1600 - NBOD|

MS 55MS Add-In installation is not valid! The installation is only for
Express Edition of M5 SQL Server.

4 ] r

[ Encrypt
e Ready to use.
|ﬂ{35} 5QL Srmart Security | Object Explorer

<Step 4.17: activation - disabled core {3S} SQL Smart Security functionality after unsuccessful licencing
of SSMS Add-In by means of free express licence for a non-Express Edition of MS SQL Server>
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{35} SQL Smart Security -1 x
1; Management | 2: Backup | 3 Enciyption | FREE: WITH ENCRYPTION

-] NBOD4E\SQLEXPRESS2008R2 (SQL Server 10.50.1600 - NED
E|Du Databases
20 35
- DJ_J Triggers
= DJ.J Views
DJ_J Stored Procedures
DJ.J Functions

Encrypt
Ready to use.

|ﬂ{35} SQL Smart Security [ Object Explorer

<Step 4.18: activation - enabled core {3S} SQL Smart Security functionality after successful licencing of
SSMS Add-In by means of free express licence for an Express Edition of MS SQL Server>
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Step 5: {3S} SQL Smart Security - Help Menu Item

La ™

@ Mo newer update available, 55M5 Add-In is already up to date.

<Step 5.1: help form - check for update item: no newer update available>

r ™
(35} SQL Smart Security - Information ‘ o

Update available.
(current version: 1.0 and update version: 11)

I Download I[ Cancel ]

<Step 5.2: help form - check for update item: update (minor) available>

i ™
Opening (35) SQL Smart Security.msi ==

You have chosen to open

i3 (35) SQL Smart Security.msi
which is a: Windows Installer Package (612 KB)
from: http://www 3supdate.placko.eu

Would you like to save this file?

| saveFile | | Cancel |

]

<Step 5.3: help form - check for update item: downloading MSI package by means of default web
browser>

,

A Major update (new feature(s) including) available but you must
W' purchase a new licence for it.

<Step 5.4: help form - check for update item: major (new feature(s) including) update available>
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135} QL Smart SecurityJ SQL Prompt4  5QL Refacto
Encryption - B SQLSearch _
Activation » 1 x | |
Help » | Check for Update
About... | Get Manual |

Customer Support

<Step 5.5: help form - get manual item: download the pdf guide>

135} SQL Smart SecurityJ SQL Prompt4  5QL Refacto
Encryption b B SQLSearch _
Activation > 1 x | |
Help 3 | Check for Update
About... Get Manual

| Customer Support |

<Step 5.6: help form - customer support item: online help at http://www.3s.placko.eu/contact>
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Step 6: {3S} SQL Smart Security - About Menu Item

r
About...

URL:

WARMNING:

<Step 6.1: about form>

Description:

{35}

.

{35} SQL Smart Security
1.0.4366 39887
Copyright © 2012 Ing. MARIAN PLACKO, PD. Al rights reserved.

http:/Ywww.3s.placko .eu/

{35} SQL Smart Security is an add-n which can be installed in =~ »
Microsoft SQL Server Management Studio (SSMS) 2005, 2008,
2008 R2 and their respective Express versions. It enables

software companies to create a secured content for database
objects.

-

THIS COMFUTER FROGRAM IS PROTECTED BY COFYRIGHT LAW AND
INTERMNATIONAL TREATIES. UNAUTHORISED REFRODUCTION OR
DISTRIBUTHOM OF THIS PROGRAM, OR ANY PORTION OF IT, MAY
RESULT IN SEVERE CIVIL AND CRIMINAL PENALTIES, AND WILL BE
PROSECUTED TO THE MAXIM UM EXTENT POSSIBELE UNDER THE
LAW.
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Step 7: Buy Online

<Step 7.1: buy online - go to http://www.3s.placko.eu/store>

{35} SQL Smart Security 1.x (M5 SQL Server | MS S5MS 2005, 2008, 2008 R2) E‘:ﬁ:] Pay via PayPal an'sc[; Pay via PayPal
single licence (one server) for 32-bit SSMS Add-In e9g | PayPal $260 | PayPal
EUY WO BT MO
Single licence (one server) for G4-bit (x64) SSMS Add-n €193 | PayPal s260 |PayPal
B HOL EUY MO
Company licence (all servers in the organisation) 32-bit + B4-bit (x54) SSMS Add-In capoy |PayPal ¢5.449 |PayPal
B HOL EUY MO
Redistribution licence for 32-bit + B4-bit (x54) SSMS Add-In esg05 |PayPal 6020 |PayPal
B RO ELY MO
<Step 7.2: buy online - select the {3S} SQL Smart Security licence, click on the PayPal button and buy

now>

<Step 7.3: buy online - receive a backward email with a link to download a {3S} SQL Smart Security 30-
day, free trial>

Your request will be processed within 24 hours. Before purchasing {3S} SQL Smart Security, you can try the
30-day free, trial, full featured version. For more details, see also Step 1: Get Trial section in this manual.

PRIVACY: This SSMS Add-In can be purchased online with a secured HTTPS protocol by means of a PayPal
service. Using PayPal, they will require certain personal information from you in order to create and
establish an account. Some of this information, such as your name, email address, and purchase amount will
be transmitted to my PayPal account upon receipt of payment. Other details will only be held by PayPal and
not sent to me.
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APPENDIX

<Example: a simple hack of a built-in MS SQL Server WITH ENCRYPTION mechanism>

The SQL professionals know that the built-in MS SQL Server encryption mechanism by means of WITH
ENCRYPTION T-SQL keyword is ineffective and easily broken. For much more details see also Google’s results e.g.:
e search phrase: sql decryptor (approximate number of results: 405 000)
http://www.google.sk/#hl=sk&cp=98&gs id=3z&xhr=t&g=sql+decryptor&pqg=sqldecryptor&pf=p&sclient=psy

ab&source=hp&pbx=1&oqg=sql+decry&agq=0&aqgi=g4&aql=&gs sm=&gs upl=&bav=on.2,or.r gc.r pw.,cf.osb
&fp=4f97f312bc548c4&biw=1303&bih=659

e search phrase: sql server syscomments decryptor (approximate number of results: 2 850)
http://www.google.sk/#sclient=psy-
ab&hl=sk&source=hp&q=sql+server+syscomments+decryptor&pbx=1&oqg=sgl+server+syscomments+decryp
tor&aq=f&aqgi=&aql=&gs sm=e&gs upl=7377819544013195861136/2917101010117431559510.14.8.8-
1136/0&bav=on.2,or.r_gc.r pw.,cf.osb&fp=4f97f312bc548c4&biw=1303&bih=659

{3S} SQL Smart Security is an add-in which can be installed in Microsoft SQL Server Management Studio
(SSMS) 2005, 2008, 2008 R2 and their respective Express versions. It enables software companies to create a secured
content for database objects (note: currently, in 1.0 version can be secured only the content of stored procedures,
but in the future, there are considered user defined functions, triggers and views as well). It brings much higher level
of protection in comparison with SQL Server built in WITH ENCRYPTION mechanism for software companies that
want to protect their heavily acquired know-how by creation of application logic on the database server side on a
daily basis.

None of the currently available SQL decryptors are capable of cracking {3S} SQL Smart Security. Most
importantly, all encrypted database objects remain executable! Moreover, installing {3S} SQL Smart Security does
not affect any settings and does not replace default encryption options entirely. The developers (end-users) always
have an option to choose which encryption settings to use.

See a short story of a simple hack by means of built-in MS SQL Server WITH ENCRYPTION mechanism on the
example bellow.

WARNING: In the following examples, an excellent free tool called dbForge SQL Decryptor by the Devart
(formerly known as Core Lab) software development company (http://www.devart.com/) will be used for
educational purposes, only for decrypting the stored procedure.
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Object Explarer > & X | 5QLQuerylsql - (locaD\..\Marian P..J*|
Connect~ 4] = 2 5 .Open 1; USE [AdventureWorks]
— 2 GO
E U AdventureWorks 1 3; [f**%x#%*%* Object: StoredProcedure [dbo].[uspGetBillOfMaterials]
[ Database Diagrams 4 SET ANST NULLS ON
[ Tables 5 zo -
3 Views — & SET QUOTED IDENTIFIER ON
3 Synonyms 7 GO
(= 3 Programmability &8 ALTER PROCEDURE [dbo].[uspGetBillOfMaterials]
= 3 Stored Procedures 3. @StartProductID [int],
[ System Stored Procedures 10; @CheckDate [datetime]
11, WITH ENCRYETION AS
dbo.uspGetEmployeeManagers 12; BEGIN
dbo.uspGetManagerEmployees 13 SET NOCOUNT CON:
dbo.uspGetWhereUsedProductlD 14 WITH [BOM cte] ([ProductlAssemblyID], [ComponentID], [ComponentDesc]
dbo.usplogError 5 150 BS |
dbo.uspPrintError 1ai SELECT b. [Proc_iuctnss?mblyID] . b [ComponentID], p.[Hame], b.[Periss
HurnanResources.uspUpdateEmployeeHir 7 E‘ROH_ [P_rrfductlon] . [l_31110ﬂ{aterlals] b
18{ INNER JCIN [Production].[Product] p
HumanResources.uspUpdateEmployeel o
= 1% CN b.[ComponentID] = p.[ProductID]
HumanResources.usplUpdateEmployeePer 20, WHERE b.[ProductAssemblyID] = @StartProductID
(3 Functions 21 AND @CheckDate >= b.[StartDate]
[ Database Triggers 22] BND @CheckDate <= ISNULL (b. [EndDate], @CheckDate)
[ Assemblies 53 UNTON AT
(3 Types = 24! SELECT b.[ProductlissemblyID], b.[ComponentID], p.[Name], b.[Perkss
3 Rules 25 FROM [BOM_cte] cte
3 Defaults 26 INNER JOIN [Production].[BillCfMaterials] b
[ Plan Guides 27 ON b.[ProductissemblyID] = cte.[ComponentID]
[ Service Broker 28 INMER JOIN [Production].[Product] p
(] Storage 2% OCN b.[ComponentID] = p.[ProductID]
ta Security 30! WHERE @CheckDate >= b.[StartDate]
L" AdventureWorks2008R2 31 RND @CheckDate <= ISNULL (b.[EndDate], @CheckDate)
|j AdventureWorksDW 32
L" AdventureWorksDW2008R2 33 SELECT b. [ProducthssemblyID], b.[ComponentID], b.[ComponentDesec],
L_:i AdventureWorksLT 33 Ezggnlﬁl{:c?i] b e v e S
| 1) AdventureWorksLT2008R2 KN 1 ]

<Example 1: built-in WITH ENCRYPTION hack - stored procedure encryption by means of built-in MS
SQL Server WITH ENCRYPTION mechanism>

Object Explorer -ax
Connect~ 2J 2J 2] 55 @ Open
= Lj AdventureWorks -
[ Database Diagrams
[ Tables
[ Views | _

[d Synenyms
= 3 Pregrammability
= 3 Stored Procedures
[_J System Stored Procedures
[ErY dbo.uspGetBillOfMaterials
dbo.uspGetEmployeeManagers
=

dbo.uspGetManagerEmployees
dbo.uspGetWherelUsedProductlD
dbo.usplogError

m

dbo.uspPrintError

HumanResources.uspUpdateEmployeeHir
HumanResources.usplUpdateEmployeel ot
HumanResources.uspllpdateEmployeePer

<Example 2: built-in WITH ENCRYPTION hack - lock on encrypted stored procedure by means of built-
in MS SQL Server WITH ENCRYPTION mechanism>
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File Action Help
['-m dbForge Studio for Oracle 3.1 with Improved PL/SQL Coding, Data Editing, and Higher Perform < » *

Devart is glad to release the new improved version of dbForge Studio for Oracle, v 3.1,

Object Explorer
¥y a7

4 | § AdventureWorks

4 [ 3 Procedures
£ dbo.uspGetBillOfMaterials
Bl dbo.uspGetEmployeehan :
Bl dbo.uspGethanagerEmpld Disconnect
2 dbo.uspGetWherelsedPrg
B dbo.usplogError

Connect

Bl dbo.uspPrintError Show DDL seript

Decrypt in-place

Decryption Wizard...

<Example 3: built-in WITH ENCRYPTION hack - stored procedure decrypting by means of dbForge SQL

Decryptor>
| dbForge SQL Decrypto C=are X
File Action Help
Devart is glad to release the new improved version of dbForge Studio for Oracle, v 3.1,
Cbject Explorer 1 | B dbo.uspGetBillOfMaterial: X -
= [ ﬂil | a2y | 7 1 USE adventurelorks a
: — ; GO
4 1 AcventureWorks SET AMSI_NULLS, QUOTED_IDENTIFIER ON
4 [J Procedures - G0

CREATE PROCEDURE [dbo].[uspGetBillOfMaterials]
@startProductID [int],
@CheckDate [datetime]

IOCOUNT ON;|

B dbo.uspGetBillofiaterials

B dbo.wspGetEmployeeManagers

m

m
S T I S YR A

B dbo.wspGetManagerEmployees
B dbo.uspGetWhereUsedProductlD
B dbo.usplegError

El dba.uspPrintErrar

E HumanResourcesuspUpdateEmploye 1

B HumanResourcesuspUpdateEmploye: j‘
E HumanResources.uspUpdateEmploye:
3 Functions 1
H Views

gy "
S I I, [ S ET R T I T R ]

=
W

"= na s T

4 1] »

N

] k

T —— 2

<Example 4: built-in WITH ENCRYPTION hack - decrypted stored procedure by means of dbForge SQL
Decryptor>

By applying dbForge SQL Decryptor to the encrypted stored procedure by means of built-in MS SQL Server
WITH ENCRYPTION mechanism it is possible to see that the stored procedure body IS A PLAIN SOURCE CODE TEXT!!!
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| {35} SQL Smart Security - 2 x|/ 5QLQueryLsql - (local\.\Mari..(64))* |
| 1: Management | 2: Back-up | 3 Eneryption | FREE: WITH ENCRYPTION | 1 /* {35} SQL Smart Security
=-Iig NBO0464SALSERVER2008R2 (SAL Server 10.50.1600 - NBOD ;
E|Du Databases 2
E"'Dl-‘ AdventureWorks §i mwmkmswxxx Encryption Status #xsesssss
Du Triggers - -
Du Views E . .
E—JDu Stored Procedures 7 [dbo] . [uspGetBillOfMaterials] : successful)
[P [ESiEeE 8
e dbo BillOfMatenals g9 #**&%%&%% Encryption Status #*#**&*axas
dbo uspGetEmployeeManagers 10
dbo uspGetManagerEmployees 11
dbo uspGetWhere UsedProduct 1D 1z
dbo uspLogErmor 13
dbo uspPrint Emor 14
HumanResources usplpdate EmployeeHirelnfo 15 meessmaxss SOMMARY ##rsssxss
HumanResources usplpdate EmployeeLogin 16
HumanResources usp Update EmployeePersona 171 successful: 1
EJ"Du Functions 18
1% failed: 0
20
21 wmraxxxaxx SGUMMARY #**###xxxa
22
23
24
25 Copyright ©® Ing. MARIAN PLACKO, PhD. 2010-2011 */
] 1 3
Encrypt
s 100% completed. < o
@2 {35} SQL Smart Security ]@ Object Explorer 2 Connected. (1/1) | (localh\SQL

<Example 5: built-in WITH ENCRYPTION hack - encrypted stored procedure by means of {3S} SQL Smart
Security>

"7 dbForge SQL Decrypte
File Action Help

Y dbForge Studio for Oracle 3.1 with Improved PL/SQL Coding, Data Editing, and Higher Performance is Here! 4 » X
Devart is glad to release the new improved version of doForge Studio for Oracle, v 3.1,

Object Explorer dbo.uspGetBillOfMaterials: X
2 E'ill _|| NSRS 1 USE Adventurshorks
2 G0
SET AMSI_MNULLS, QUOTED_IDENTIFIER OMN

4 .:] AdventureWorks

CREATE PROCEDURE [dbo].[uspGetBillOfMaterials]
@startProductID [int],
@CheckDate [datetime]

Bl dbo.uspGetBillCfhaterials

= dbo.uspGetEmployeehanagers

3
4 [J Procedures 4 GO
5
]

E dbo.uspGetManagerEmployees
Bl dbo.uspGetWhereUsedProductll
Bl dbo.usplogError

Bl dbo.uspPrintError fReturnValue

<Example 6: built-in WITH ENCRYPTION hack - decrypted {3S} SQL Smart Security stored procedure by
means of dbForge SQL Decryptor>

By applying dbForge SQL Decryptor to the encrypted stored procedure by means of {35} SQL Smart Security
it is possible to see that the stored procedure body IS NOT A PLAIN SOURCE CODE TEXT but includes the {35} sSQL
Smart Security metadata only!!!
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<System Requirements>
The bellow pre-requisites are the recommended hardware and software requirements. It is possible to use
any other configuration but there is no guarantee that this software is tested on such configuration.

<Hardware>
e CPU, RAM, HDD - generally available server configuration

Note: compatible with 32/64-bit
<Software>
e Microsoft Windows Server 2003 (or higher)

e Microsoft .NET Framework 2.0 (or higher)
e Microsoft SQL Server 2005 (or higher)

Note: compatible with 32/64-bit
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<Licencing>

{3S} SOL Smart Security 1.x (MS SQL Server / MS SS@ [P;J;] ﬁ:yF‘,’;? [Pljigg] ﬁ:VF‘,’;?
2005, 2008, 2008 R2) y y
Single licence (one server) for 32-bit SSMS Add-In e198 |PayPall — ¢o69 |PayPal
Single licence (one server) for 64-bit (x64) SSMS Add-In €198 ?ﬁﬂ’ $269 ﬂfmf
Company licence (al serversin the organisation) 32-bit + 64-bit PayPal PayPal
(X64) SSMS Add-In €4.007 ELY MO $5449 ELY MO
Redistribution licence for 32-bit + 64-bit (x64) SSMSAdd-In ~ €5.005| PayPal | g gog PayPal

{3S} SOL Smart Security 1.x (2005, 2008, 2008 R2) [Pé'lj;] Eg;‘;: via [Purgg] Bg;‘g;el via
Free licence (only Express Edition of MS SQL Server) for €7 Donate(EURLY $7 T

32-bit SSM'S Add-In (only Express edition of MS SSMS)

Free licence (only Express Edition of MS SQL Server) for
64-bit (x64) SSMS Add-In (only Express Edition of MS €2 Donate (EUR) = $7? Donate (USD)
SSMS)

e Single licence (one server) for 32-bit / 64-bit (x64) SSMS Add-In: Enables the buyer of this licence only to
install {3S} SQL Smart Security SSMS Add-In on one server in buyer’s organisation without redistributing this
computer program out of buyer’s company to his customers!

e Company licence (all servers in the organisation) 32-bit + 64-bit (x64) SSMS Add-In: Enables the buyer of
this licence only to install {3S} SQL Smart Security SSMS Add-In on all servers in buyer’s organisation without
redistributing this computer program out of buyer’s company to his customers!

e Redistribution licence for 32-bit + 64-bit (x64) SSMS Add-In: Enables the buyer of this licence to install {3S}
SQL Smart Security SSMS Add-In on all servers in buyer’s organisation and to redistribute this computer
program out of buyer’s company to his customers!

For much more information about buy or donate {35} SQL Smart Security SSMS Add-In please visit
http://www.3s.placko.eu/store.

WARNING: This computer program is protected by copyright law and international treaties. Unauthorised
reproduction or distribution of this program, or any portion of it, may result in severe civil and criminal
penalties, and will be prosecuted to the maximum extent possible under the law.
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